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SUMMARY 
 
This paper provides an analysis of using the System Security Object defined in Sub-volume VIII 
to provide the application-level integrity check specified in the Eurocontrol proposal for a 
Protected Mode CPDLC application. 
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1 Introduction 
 
Eurocontrol has introduced the Application Level Checksum as a proposal [1] to modify the 
CPDLC application in ICAO Document 9705, Editions 2 and 3, to include an application-level 
integrity check.  This application-level integrity check is the result of a safety analysis that 
concluded that there is a significant risk of miscorrelating Context Management (CM) Logon 
information with a filed flight plan (that does not contain the aircraft’s 24-bit ICAO address).  
Eurocontrol proposes the use of a 32-bit Fletcher’s checksum to provide the integrity check; 
however, Eurocontrol’s proposal does allow for the use of alternative integrity check algorithms. 
 
The ATN Security Solution can be used to provide the integrity check value for the Application 
Checksum solution.  This paper identifies issues associated with using the Security System 
Object (SSO) directly from the application in order to provide the integrity check value.  None of 
these issues are insurmountable though each may require modifications to the SSO as defined in 
Doc 9705 Edition 3. 
 
2 Issues to overcome with applications invoking the SSO directly 
 
2.1 Entity Identification 
 
A unique name must be used by each entity that participates in the ATN Security Solution.  The 
naming system selected uses Application Process Titles (AP-Titles) for ATS applications and 
allows for the use of Presentation Service Access Point (PSAP) addresses for AOC applications.  
The ATN applications themselves are not fully aware of AP-Titles and PSAP addresses.  ATN 
applications identify ground systems using a Facility Designation and identify air systems by 24-
bit address.  The ATN PKI also uses AP-Titles or PSAPs in the AltName fields of the X.509 
certificates assigned to ATN entities.   
 
AP-Titles were chosen in the ATN Security Solution since they include the Facility Designation 
for ground systems and the 24-bit address for air systems.  AP-Titles also include the application 
type (e.g., CM, CPDLC, ADS, FIS), which was a desired feature in the ATN Security Solution 
such that a session key in use for one application (e.g., CM) could not be reused for another 
application (e.g., CPDLC). 
 
In order to apply the ATN Security Solution to the application-level checksum, a modification to 
the naming may be necessary.  Two alternatives are given below. 
 
2.1.1 Replace the Use AP-Titles 
 
With this option, each use of an AP-Title within the SSO is replaced with the use of a Facility 
Designation or 24-bit address, as appropriate.  The AP-Title was convenient in that the structure 
included whether the entity was a ground entity or an air entity, but the syntax (Facility 
Designation or 24-bit address) may be used to determine whether an entity is a ground entity or 
an air entity.  The AP-Title also included the application type.  The key derivation function SSO-
SessionKey will need to be modified to include the application type in the Shared Key 
Derivation Information as well. 
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This approach imposes no additional impact on the ATN applications.  It does require significant 
changes to the SSO interfaces; thus, it would impact the current ATN Security Solution in 
Edition 3 as well.  However, the SSO will not need to incorporate ULCS functionality to produce 
proper names. 
 
This approach also impacts the ATN PKI since fields in the X.509 Certificates will be populated 
with different syntaxes. 
 
2.1.2 Maintain the Use of AP-Titles 
 
With this option, the ATN applications continue to name entities by Facility Designation and 24-
bit address.  The SSO interfaces must be modified to allow the use of this naming technique.  
The SSO internal functions will be modified to create AP-Titles from a received Facility 
Designation or 24-bit address. 
 
This approach imposes no additional impact on the ATN applications and ATN PKI.  It also 
minimizes the changes to the ATN Security Solution in Edition 3.  It does, however, repeat the 
specification of AP-Title creation from Sub-Volume IV, though this could be handled with a 
direct reference. 
 
2.2 ASN.1 Wrappers 
 
The SSO external functions produce ASN.1 types that are not necessary for the applications.  
The applications may want to invoke the SSO internal functions directly.  SSO-AMACP and 
SSO-AMACVP are the only functions needed.  Of course, this can be worked around by always 
invoking SSO-Sign (MAC-appendix) and SSO-SignCheck; however, SSO-Sign and SSO-
SignCheck were intended to be used only for the first exchange between a pair of peers. 
 
2.3 Application-specific Abstract Syntax 
 
The application will need to PER encode the application message prior to sending it to the SSO 
since the SSO will not know the abstract syntax to use for the encoding.  Right now, the 
applications do not encode; the ASEs do.  However, the application checksum approach will 
change this. 
 
2.4 SSO Abstract Syntax 
 
ATNAppendix is specified in the SV4 ASN.1 module “ATNSecurityExchanges”, but it should 
probably be moved to SV8.  This will also remove a circular dependency between SV4 and SV8 
ASN.1 (which is legal in ASN.1, but is difficult to maintain and understand). 
 
2.5 Invocation of SSO Functions 
 
The CPDLC specification indicates when a CPDLC User is allowed to invoke a CPDLC-start 
request (Sections 2.3.7.4.1 and 2.3.7.5.1) and what a CPDLC ASE does upon receipt of a 
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CPDLC-start request (Sections 2.3.5.3.7 and 2.3.5.5.7).  There is no section on how a CPDLC 
User invokes the CPDLC-start request.  This applies to CPDLC-start response also.  A similar 
condition exists for the indication and confirmation primitives.  The specification of how to 
invoke the CPDLC-start request primitive is necessary so that the processing of creating the 
application level integrity check value can be specified (e.g., how/when to invoke the SSO 
function and how to package what it returns). 
 
2.6 Certificate Exchange 
 
Within the framework imposed by the Eurocontrol proposal, it is not possible to exchange 
certificates air-ground.  Thus, the aircraft must pre-store the ground public keys for each ground 
application with which it will communicate during a flight. 
 
3 Conclusion 
 
The SSO may be modified to support direct invocation from the applications, though the details 
of doing this must be worked.  The underlying ATN Security Solution does not need to be 
modified to support this mode of operation, with the exception of a possible entity identification 
change. 
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